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Abstract—This_ paper studies the proble_m of secure communi- M Encoder X; DMC Y: [ Decoder | M
cation over a wiretap channelp(y, z|x) with a secure feedback — is1 = > N
link of rate Ry, where X is the channel input, andY and Z Alice |P(@ilm, z"77) p(y, z|z) m(y™) Bob
are channel outputs observed by the legitimate receiver anthe l 7
eavesdropper, respectively. It is shown that the secrecy pacity, ¢

the maximum data rate of reliable communication while the
intended message is not revealed to the eavesdropper, is gip
bounded as

Eve

Fig. 1. The wiretap channel.
Cs(Ry) < m(aggmin{I(X;Y), I(X;Y|Z) + Ry}
p(x

The proof of the bound crucially depends on a recursive argu- characterized the secrecy capadity, the supremum of all

ment which is used to obtain the single-letter characterizéon. ; Fanti
i ; . ! achievable rates of secure communication, as
This upper bound is shown to be tight for the class of physicdy

degraded wiretap channels. A capacity-achieving coding keme Cy =max I(X;Y|Z) =max(I(X;Y) - I(X;Z)). (1)
is presented for this case, in which the receiver securely éels p(x) p(z)

back fresh randomness with rate Ry, generated independent . I ..
of the received channel output symbols. The transmitter the This result was later extended by Csiszar and Korner [3]

uses this shared randomness as a secret key on top of Wyner'stO ggneral broadcast channels with confident?al messages. |
coding scheme for wiretap channels without feedback. Henge particular, they showed that the secrecy capacity of theigen

when a feedback link is available, the receiver should allate (not necessarily degraded) wiretap chanwel, z|z) is
all resources to convey a new key rather than sending back the

channel output. Cs = 1%1ax)(I(U; Y)-I(U; 2)). 2
plu,
Furthermore, it was shown that if the channel from Alice to
|. INTRODUCTION Bob is more capabld4] than the channel from Alice to Eve,

L . that is, if I(X;Y) > I(X; Z) for all p(x), then the secrecy
In his pioneering work [1] that opened up the era o agacity is simplified to

modern cryptography, Shannon modeled a secrecy system a
a communication system consisting of a legitimate trartemit Cs =max(I(X;Y) — I[(X; 2)). 3)
(Alice), a legitimate receiver (Bob), and an eavesdropper p(z)

(Eve), in which Alice wishes to transmit a messagje to All the scenarios described above deal with one-way com-
Bob secret from Eve. If Eve has complete access to wHatinications between Alice and Bob. However, many common
Bob receives, Shannon showed that in order to actpeviect Communications arise over inherently two-way channelshsu
secrecy a secret keyk of entropyH (K) > H (M) has to be as telephone systems, digital subscriber lines (DSL)ulzell
shared between Alice and Bob. This fundamental yet stronglg¢tworks, satellite communications, and the Internet.ddeit
negative result has been extended—and in a sense overconig-hatural to ask how possible interactions between Alict an
in many directions. In the direction of mathematical commuBob can increase the secrecy of their communication.
nication theory, Wyner [2] introduced the degraded wiretap AS a canonical model to study this question, this paper
channel, in which Bob receives the message through a discrextends the wiretap channel model by introducing a secure
memoryless channel (DMC)(y|x), and Eve has access tofeedback link of rateR; from Bob to Alice as depicted
what Bob receives through an additional discrete memasyldd Figure 2. The secure feedback link can be viewed as a
channep(z|y) such thab(y, z|z) = p(y|x)p(z|y), as depicted primitive form of the backward channel from Bob to Alice
in Figure 1. By relaxing the secrecy requirement mildly whilWith secrecy capacity?, independent of the forward channel.
exploiting the better quality of the Alice—Bob channgl|z) Thus this model can provide insights into the value of twgrwa
than that of the Alice—Eve channg{z|z), Wyner showed that interactions in secure communication.

information can be transmitted securely at a positive e, There are several concrete scenarios in which this model is
applicable. For instance, consider the communication &etw
The material in this paper was presented in part at the IEE&rational a satellite (Alice) and a base station (Bob) on the ground.
Symposium on Information Theory, Toronto, Canada, July8200 The satellite broadcasts its signal to the ground, so any
The authors are with the Department of Electrical and Coerplhgineer- . ded . ive it. On th her hand. #ise b
ing, University of California, San Diego, La Jolla, CA, 9230407, USA (unmten e )stat|0n can receive it. On the other hand, dse

(e-mail: {eardesta, mfranceschetti, fjavidi, y@ucsd.edu). station can beamform some data back to the satellite sgcurel
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Fig. 2. The wiretap channel with secure rate-limited feetba

which can be used to enhance the secret data rate sent fwnich is in general larger than the nonfeedback secrecyceapa
the satellite to the base station. ity (1). At a first glance, it might seem contradictory tha¢ th
The main purpose of this paper is to investigate the secremytimal receiver should ignore the channel outputs corajylet
capacity Cs(Ry) as a function of the secure feedback ratehen feedback is rate-limited (in the current paper) while
Ry. In Theorem 1, we show the following upper bound fothe output feedback (in the Ahlswede—Cai setup) boosts the
a general wiretap channely, z|z) with secure rate-limited secrecy capacity as in (6). A closer look, however, reveuls t
feedback: the Ahlswede—Cai coding scheme essentially extracts fresh
. ) ) randomness in the fed back output symbols hidden from Eve
Cs(By) < r%);mm{I(X,Y), HXyi2)+ By (4) and uses that randomness as a key. Hence, our result shows
Due to the dependencies introduced by the feedback, pro\,ﬁ@fg)licitly that when Bob has a means of interacting with Alic
the upper bound (4) requires a less standard treatment. Pgeshould allocate all resources to convey a key rather than
use arecursive argument, which helps to track the causaiending back the channel output.
dependencies step by step, and obtain the desired sirige-le
characterization. Exploiting the recursive structure tal fihe Recently, additional studies have been conducted on char-
single-letter characterization might be a powerful toot foacterizing the secrecy capacity of various two-way communi
similar proofs. cation systems. Lai, El Gamal, and Poor [9] studied the case
For the case of a physically degraded wiretap channgflthe modulo-additive DMC, where Eve receives the modulo-
p(y, z|z) = p(ylz)p(zly), in which Eve receives a degradedsum of the source signal, the feedback signal, and the noise.
version of what Bob receives, we show that the upper boumley showed that if Bob jams Eve completely, then Alice
(4) is tight, establishing the secrecy capacity as can send messages securely at the capacity of the channel to
Cy(Ry) = maxmin{I(X;Y), I(X;Y|Z)+ R;}. (5) Bob. Tekin and Yener [_10] pr_esented an achie_va_ble rate megio
p(z) for the two-way Gaussian wiretap channel. Similar to [9¢ th
Interestingly, we show that in order to achieve the secredyodel presented in [10] assumes that Eve receives the sum of
capacity for the physically degraded wiretap channel Bab caignals from both transmitters corrupted by an additive $sau
simply ignore what he receives and sends “fresh” randomnesiein noise. They showed that due to the multiple accessenatur
This fresh randomness plays the role of a secret key, whiehEve’'s channel, each transmitter can simultaneously teelp
bridges Shannon'’s original result with Wyner’s wiretap rabd hide the other user's message from Eve and send some data
Accordingly, we modify Wyner’s original coding scheme tesecretly to the other user. In both studies, the additivereaif
allow the use of a shared key (sent from Bob to Alice via rat&Vve’s channel gives the opportunity for jamming, in additio
limited feedback). It should be noted that this modificatims to possible backward information transfer. In comparismi,
been already proposed by Yamamoto [7] and Merhav [8], wiaodel decouples the forward and backward communication
characterized the secrecy capacity of wiretap channels avit channels, eliminating the possible use of jamming, anddesu
shared key (which is already given prior to the communicgtioon the “inherent” value of the backward communication link.
and also considered additional effects of having distortio It also seems that having independent forward and backward
side information. communication links fits better the current practice of two-
In a closely related work, Ahlswede and Cai [6] studieway communications over orthogonal media such as different
wiretap channels with secur@utput feedback, in which the frequency bands or time slots.
channel output symbols received by Bob are fed back secretly
to Alice. They showed that the secrecy capacity of the phys-The rest of the paper is organized as follows. First, we give a
ically degraded wiretap channel with secure output feekdbag,rmal statement of our result in Section II. Then, we shoev th
IS upper bound on the secrecy capacity and the coding scheme

maxmin{/(X;Y), I(X;Y|Z)+ H(Y|X,Z)}, (6) in Sections Il and IV, respectively. Section V concludes th
p(z) paper.



Il. PROBLEM SETUP AND THE MAIN RESULT X Y 7

We consider the communication problem depicted in Fig- 0 0 0
ure 2. Here Alice communicates a message indéx € B B2
[2nf] .= {1,2,...,2"7} over a wiretap channgb(y, z|z),
where the channel inpuk; € X at time i is received as B (B2
Y; € Y and Z; € Z, respectively, by the legitimate receiver 1 1 1

Bob and the eavesdropper Eve. Alice wishes to communicate
the messagel/ to Bob reliably over their channeb(y|z) _ . . .-
while keeping it secret from Eve. To enhance the secreE')g' 8. The physically degraded binary symmetric wiretaprufel.
of the communication, Bob can communicate back symbols
K; € K;, i = 1,2,...,n, over a feedback link of rate?,
i & 14y 000 Th f Note thatL(™ = R(1 — A™), where
secret from Eve. The feedback symlio] at time: can depend ( )
causally on previous channel outpfé ' := (Yi,...,Y;_1) A _ HM|Z™)  H(M|Z")
and previous feedback symbai&—! := (Ki,..., K;_1). We H(M) nR '
assume that the channel alphab#tsy, 2, and the feedback is the equivocationas was defined originally by Wyner, and

alphabets(Cy, ..., C,, are finite, and Eve has complete knowl—the condition L(™ — 0 in Definition 1 is equivalent to

edge about the'”f‘ as well as the coding scheme usedl by Al{ﬁg conditionA(™ — 1, which was used by Wyner as the
and Bob. The wiretap channgly, z|z) is memoryless, i.e., requirement for secure communication. The secrecy capacit
Cs(Ry) at feedback raté; is the supremum of all achievable
secrecy rates. We are now ready to state our main results.

p(yl7 Zilxia yi717 Ziil) = p(y“ ZZ|1'7,)

fori=1,2,..,n. Theorem 1:The secrecy capacity’s(Ry) of the wiretap
More formally, we define 42"", 2", n) code as channel with rate-limited feedbadR; is upper bounded as
1) feedback alphabefs,, ..., K, such that their cardinal- .
ities satisfy Cs(Ry) < I;l(iig(mln{l(X;Y), I(X;Y|Z) + Ry}
1 Zlog(|l€i|) < Ry, (7) The proof is given in Section .
nia Theorem 2:The secrecy capacity of the physically de-

2) stochastic encoding maps consisting of conditional prograded wiretap channei(y, z|z) = p(y|z)p(zly) with rate-
ability distributionsp(z;|m, "=, k%), i = 1,2,...,n, limited feedbackR; is

defined for eachr; € X, k' € K := K1 x - x K; .
_ : ¢ ’ v Cs(Ry) = I(X;Y), I(X;Y|Z2)+ Ry}, (11
=t ¢ xi=! andm € [2"f] such that for each (By) I;?(%(mm{ ( ), 1 12)+ By} (A1)
; i—1 1. ) i—1 74y i
6, LK D g p(xim, @t k) = 1 (in other The converse follows immediately from Theorem 1. A

words,p(z;|m, x'~*, k') denotes the probability that the
messagem, the previous sent symbolg’~! and the
previously received feedback symbadisare mapped to
the channel input; at timeq),

3) stbqlghasdt!c fgbedpack mapsi(_:?nsilftlmg gf conditional pro Example 1:Consider the degraded wiretap channel shown
?{' |ftvy ];St)”inlétéolsngg?t'yows kand) (by convention, in Figure 3, which is a cascade of two binary symmetric chan-
2 atjec]ch(ji; ma P Y m : 277 resulting in the nels, BSC@;) and BSC@;). By symmetry, the distribution
9 mapn : - 9! Pr(X =0) = Pr(X = 1) = L achieves the maximization in

2
decoded message Cs(Ry), and with this distribution we have

capacity-achieving coding scheme is presented in Section |

in which Bob sends back pure randomness securely af¥ate
and Alice uses that shared randomness to increase thesecrec
Bate.

M= mOr, 55 ® ey =1-ne)
We assume throughout that the mess&fes arandomvari-  [(X;Y|2) = I[(X;Y) — I[(X; Z) = h(B1 * B2) — h(B1),
able uniformly distributed ovel"%*]. Given a(2"t, 2"%s n)

code, we define the probability of errét™ as wherepy * By = f1(1 — B2) + (1 — B1)Be.
From Theorem 2, we have

Cs(Ry) = min{l — h(B1), h(Br * B2) — h(B1) + Ry}

Figure 7 shows the plot afs (R ), which starts fronC;(0) =
L .— lI(M; A) h(B1 * B2) — h(B1) and increases linearly wittR; until it
n gets saturated at’ = 1 — h(f;), for feedback rateR; >
Definition 1: A secrecy rateR is achievable if there exists 1 — h(8; * (2).
a sequence of2"*, 2"%s n) codes such that as — oo, Example 2:In this example we look at the physically
P 0 ©) degraded Gaussian wiretap channel shown in Figure 5. Here
e ’ E; and E, are assumed to be independent from each other,
L™ — 0. (10) ii.d. over time, and distributed a%; ~ N(0,N;) and

P™ .= Pr{M # M},

and the secrecy measufé™ as



X Y Z
1 —h(B)

P1 00 — 0 — 00

p2 01 —— 01 ——— 0l

h(B1 * B2) — h(B1) » 10 10 2 10

3
| 2
0 Ry 1= h{(B1 + Bz) Fig. 6. An example of a degraded wiretap channel whose secaggacity

is sublinear in the feedback rate.

Fig. 4. Plot of Cs(Ry) for Example 1.

El E2
X N Y= Z

Fig. 5. The physically degraded Gaussian wiretap channel.

E; ~ N(0,N3), whereN(0, N) is a Gaussian distribution
with zero mean and variandg.

. . 0 1 1.5
Let P be the input power constraint. Then we know [11] R
f
1 P
C= EI;{lg;(PI(X,Y) =3 log(1 + Fl), (12)

Fig. 7. Plot of Cs(Ry) for Example 3. The dashed line shows
where the maximum is attained h¥ ~ N(0, P). For the min{C, Cs(0) + Ry}.
secrecy capacity without feedback we know [5] that
Cs(0) = EE??;‘P I(X;Y|2) and one bit secure feedback is worth one bit in the secrecy
1 P 1 P capacity until we get limited by the capacity of the channel
= glog(l+ ) —gloel+ 5—7-).  (13) petween Alice and Bob. However, this is not always true. In

. . . _ fact, Cs(Ry) could be strictly sublinear iRR; namely,
where the maximum is attained again with~ N(0, P). We () cou CHy stbll s Y

will not provide the argument; however, it is straightforda ' . '
to show that Theorem 2 can be modified for additive Gaussian Ca(Ry) <min{C, Go(0) + Ry},

noise channels to give as shown in the following example.

Cs(Ry) = max min{I(X;Y), I(X;Y|Z) + Rs}. (14) Example 3:Consider the degraded wiretap channel shown
EXxX2<P in Figure 6. By symmetry, the distributiom, = p, = £ and
Since the maximizations in (12) and (13) are achieved by thg = p, = 1%” achieves the maximization in (11). It is easy
same distribution, it can be verified that the maximization ito verify that with this input distribution we have

(14) is also achieved by ~ N(0, P) and the secrecy capacity

with rate-limited feedback is I(X;Y)=nh(p)+1 (16)
Cs(Ry) = min{C, C4(0) + Ry}. (15) I(X;Y|Z)=p (17)
Similar to Figure 4 in the previous exampl€,(2y) starts where h(p) = —plogp — (1 — p)log(1l — p) is the binary
from C;(0) = § log(1+7~) — 3 log(14 +25;) and increases entropy function.
linearly with Ry until it gets saturated at’ = %log(l + N%), It follows that
for feedback rate?; > 3 log(1 + x4 )-
As we saw in the previous examples, when the same input Cs(Ry) = maxmin{h(p) + 1, p+ Ry}. (18)
p

distribution maximizesI/(X;Y) and I(X;Y|Z), the maxi-
mization and the minimization i€s(Ry) can be exchanged.,:igure 7 shows the plot of',(R,), which increases sublin-
Therefore, early with R until it gets saturated af’ = 2, for feedback

Cs(Ry) = min{C, Cs(0)+ Ry}, rate Ry > 1.5.



[1l. PROOF OF THE UPPER BOUND
In this section we show that if the secrecy rak is
achievable, therik must satisfy

RSm(a;cmin{I(X;Y), I(X;Y|Z)+ Rs}. (19)
p(x

To show (19) we prove the following two upper bounds for
any achievable secrecy rate R.

_2": I(X;Y;) + e

—_

(20)
n 4

| /\

1 n

- Z Xu Y |Z (21)

where¢,,6, — 0 asn — oo. Then we use the usual

technique of introducing a time sharing random variablg,[11

and concavity of mutual information ip(z) to obtain (19).
First, (20) follows easily from Fano’s inequality as in the

3

standard converse proof of the channel coding theorem [11,

Theorem 7.7.1].

We now prove (21) using Fano’s inequality, the secrecy
constraint (10), and the feedback rate-limit constraint &
recursive argument (Lemma 3) is then used to obtain the
single-letter characterization.

By Fano’s inequality, we have

H(M|M) <1+ P™nR =: ne,.

By the assumption thae(™ — 0, we havee,, — 0 asn — oc.
From (8) and the data processing inequality, we have

H(M|K™,Y™) < H(M|M) < ne,.

By the assumption that(™ — 0, we have

I(M;Z") = nyp, (22)
where~,, — 0 asn — oo. It then follows that
nR=H(M)
=HM|Z™")+1(M;Z")
=H(M|Z"™) + nyn (23)

= I(M; Y™, K" Z") + H(M|Y™, Z", K") + nyn

< I(M; Y™, K™MZ™) + nen + nyy (24)
= I(M; K™ Z") + I(M;Y"|K", Z") + nd,  (25)
< H(K"|Z") + I(M, X" Y"| K™, Z") + né,, (26)

where (23) follows from (22), (24) follows from Fano’s
inequality, (25) follows by defining,, = €, + V.

The following lemma provides a recursive expression,
which is crucial to single-letterize (26).

+ (M, X7;Y;|YI~Y K9, 77)
< H(KI|Z9)+ I(M, X7; Y77 K7, 79)
+I(M,Y?™ K7, 7277 X7, Y51 Z;)
= H(KI|Z7) + I(M, X7; YT~ K7, Z7)

+ 1(X;:Y;512;) 27)
< H(KJ'ZJ)+I(MvXjaZj;yj_l|Kj7Zj_l)
+1(X;3Y;1Z;5)
= H(KI|Z7)+ I(M, X7, YT~ KT, ZI71)
+1(X;:Y5125) (28)
= H(KI|Z7)+ I(M, X7~ YI=Y K, Zi~1)
+ I(Xj; Y7 M, X7 K9 7971
+ 1(X;;Y512;)
= H(KI|Z7)+ I(M, X7~ YI= KI, Zi—1)
+ 1(X;;Y51Z5) (29)

= H(KI|Z7)+ I(M, X' K;; Y7 K771 2371
— I(K YK, 2074 4+ 1(X 55 Y1 Z5)
= H(K’|Z7) + (M, X7~ Yyi~ | Ki—t Zi71)
+ I(K; Y7 M, X9 K=zt
— I(K YK 2070 + (X3 Y51 25)
= H(K'7Y27) + H(K;| K77, 27)
+ I(M, X7~ Y yi—t it zi—h
+ I(K; Y7 M, X9 K9 707t
+ H(K;|YI™ Kt Zi7)
— H(K;|K7™1 2974 + 1(X5; Y51 2))
< HKITNZI) + I(M, X7~ Y- KI— 271
+ I(K; Y7 M, X0 K9 707t
+ H (K™ K97 2970 + 1(X53Y51Z5) - (30)
= H(K7™HZ9) + (M, X3~ yi— kIt z071)
+ H(K;|M, X7~ K7t 7971
— H(K;|Y7=t M, X Ki—t 7971
+ H(K;|Y7~ Y K7~ 7371
+1(X;;Y;|Z;5)
= H(KI7YZ7) + I(M, X7~ Y7 K=t Z7T)
+ H (K| M, XT7 K97 270 + (X3 Y51 25)
(31)
<HKITYZIY + (M, X971 yI- YK T 797
+ H(K;|M, X771 K971 771 4 1(X;; Y5 Z5),
(32)

where

e (27) holds because the channel is memoryless and there-
fore Y; — (X;,2;) — (M, X771, KJ yi=t 7i=1)
form a Markov chain,

« (28) holds becaus&; — (M, X7 K7, Z/=1) — yi-1
form a Markov chain,

« (29) holds becaus&’—! —
X, form a Markov chain,

« (30) and (32) follow from H(K;/K’',77) <
H(I| K91, 2071 and H(K;|27) < H(K|Z9Y)

Lemma 3:For eachj = 1,2,...,n, we have
H(KIZ9) 4+ I(M, X7, YI| KT, Z9)
<HKITYZ7Y 4+ 1(M, X7 yI-H kI 797
+ H(K;|M, X7~ 4+ K771 2971 4 (X, Y51 Z;).

Proof: We have the following chain of inequalities: (M, X7~ K7,2971) —

H(KIZ7) + I(M, X7, Y| K7, Z7)
= H(KI|Z7) + I(M, X7, YI~Y K7, Z7)



respectively, Similarly from (35),
« and (31) holds because of the following Markov chain
(M, X7~Y, 251y — (Y K = K. - R<I(X;Y|Q) < I(X,Q;Y)=1(X;Y).  (37)
Combining (36) and (37), we have
Starting from (26), we apply Lemma 3 recursively to find

the single-letter characterization as follows: R <min[I(X;Y), I(X;Y]Z) + Ry]
nR < H(K™Z") + I(M,X™;Y"|K", Z") + nd, for some(X, Y, Z) consistent with the given channgly, z|x).
< H(K"‘1|Z"_1) (M, X"‘l;Y"_1|K”‘1, Z”_l) Therefore, we conclude that
+ I(X; Yol Zn) + H(K,) + nd,, R < maxmin[I(X;Y), I(X;Y|Z) + Ry],

p(z)

S H(K’n72|Z’n72) 4 I(M, X’n.72;yn72|K’n.72’ Zn72)
+ I(Xn—l; Yn—llzn—l) + H(Kn—l)
+ I(X,; Yo|Z,) + H(K,) + ndy

which completes the proof of Theorem 1.

IV. A CAPACITY-ACHIEVING SCHEME FOR DEGRADED
CHANNELS

n In this section we present a coding scheme for the degraded
< Z (X::YilZ;) + ZH ) + non. (33) wiretap channel with rate-limited feedback that achieveg a
i=1 i=1 secrecy rateR satisfying

Dividing by n and applying the feedback rate-limit con- R < maxmin [[(X:Y), I(X;Y|Z) + Ry]. (38)

straint (7) we obtain (21) as follows: p(x)
1 — 1 « We assume Bob uses the feedback link only to send back
R< EZI(X“Y”ZZ') t ZH(Ki) +0n a secret key of rate?; at the first instance; i.e., senfl;
— =t with |KC;| = 2%, so that Alice and Bob have a shared key
< EZI X;:Yi|Zi) + Ry + 6, prior to their communication as shown in Figure 8. In the

remainder, we will provide a coding scheme for the wiretap
channel with shared key of rafe; that achieves any secrecy
rate R satisfying (38).

i=1
To complete the proof, lep be a time-sharing random vari-

able distributed uniformly ovefl,2,...,n} and independent
of X™, Y™, Z™. Then (21) can be written as

R<R —|——§ I(X:; Y| Z;) + on
= Af n ( | ) 4

o M | Encoder DMC1 _| Decoder M
1 — > —
=R+~ > (X33 YilZi,Q = i) + bn Alice | P(@ilw, k) p(ylz) 95" %) | Bop
=1 v
=Ry +1(Xq;Yq|Zo, Q) + on DMC2
= R; +I(X;Y|Z,Q) + by, p(z]y)
where X £ Xq, Y £ Yy, Z & Zg. Now lettingn — oo, Eve| Z
6, — 0 and hence
R < Ry + I(X§ Y|Za Q) (34) Fig. 8. The degraded wiretap channel with shared key.

Similarly, (20 b itt . . )
imilarly, (20) can be written as Fix any distributionp(x) and define

R < IX:YIQ) + e, R =I(X:Y|2)=I(X;Y) - I(X:2Z),  (39)

where asn — o0, €, — 0 and we have q
an

R<I(X;Y|Q). 35
< I(X:Y]Q) (35) P— o)
Note thatPr(Yy = y,Zg = 2|X¢g = =) is consistent with _
the given wiretap channel(y, z|z) and is independent ap. L&t M = {M, M>}, where M, and M, are independent
Since() — X — Y — Z form a Markov chain, it follows random variables uniformly distributed ovier '] and2"#s],

from (34), respectively. As shown below, the messadde will be trans-
mitted securely using Wyner’s original coding scheme while
R< Ry +1(X;YZ,Q) the security ofM, will be guaranteed by using a key of rate
<Ry +1(X,Q;Y|Z) R}. Note that from (38), (39) and (40) we have

= Ry +1(X;Y12). (36) R <min[l(X;Z), Ry].



The codebook is a collection of codeword§™ < X", that there exists a codebook in the random collection of
from which the specific codeword ™ (M, , M», K) is picked codebooks for which (9) and (10) are simultaneously satisfie
randomly so as to confuse the eavesdropper. Therefore thes., P™ 0 and L™ = %I(M; Z") — 0.

is no pre-defined cod_ewo_rd for a specific message. Let pe(”)(co) and L (C,) be the probability of error and
Codebook generationPick k¢ > R, such thatRc = the secrecy measure corresponding to a specific codebook

I(X;Y) — e for somee > 0. Such(Rc, ¢) always exists since ¢,. Since R, < I(X;Y), by channel coding theorem [11,
R < I(X;Y). Generate a random codebodkcontaining Theorem 7.7.1] we have

i.i.d. random codewords\"(¢) € x", ¢ e [2"Ec], each
drawn according t®r(X" = z™) = [[_, p(z;). Divide the Ec[P™(C)] =0 as n— o, (41)
codebook int@"#’ disjoint sub-codebook®ach of which has
2n(Be=R') codewords. Label the sub-codebodks..., Cyn .

Now, divide each sub-codeboak into T = 2n(Re—R'=R})

sectionsC;1, ..., Cir, each of which ha2"® codewords. Ec[L™(C)] — 0 as n — co. (42)
Enumerate the codewords in each section frorto 277,
so the codewords in thgth section of the-th sub-codeboo

where the expectation is over all random codebooks . As
shown in the following,

K Combining (41) and (42), we have

can be called as(¢,_(1),...,X¢, (2"F7) (see Figure 9). Ec[P™(C) + L™ (C)] - 0 as n — . (43)
X2 (1),..., X2 (Q”R}) Therefore, there exists at least one codebook for whichieond
C21 ) ) “*Cao1 . . . ..
tions (9) and (10) are simultaneously satisfied. Now, it rema
Sub-codebooks to show that (42) holds.
C1 \Cs o o Conrr Let
1 Ll (Co) = EI(Ml,Z |C = Co)
L'"™(Co) = —1(My, M2; Z"|C = Cp).
Sections o« o o " . .

. . For the rest of the paper all expectations are with respect to
. . C, so we omit the subscripf. From the definition of the
T conditional mutual information we have

B[1{") ()] = ~ (M3 27(C)

1
E[L™(C)] = =I(My, Ma; Z™(C). 44
Fig. 9. Structure of the codebook. [ ( )] n ( ! 2 | ) ( )

, With these definitions we have the following lemma.
FeedbackLet K be uniform over2"#s]. Bob sendgy; = Lemma 4:SupposeIE[L§")(C)] — 0 asn — oo. Then
K attimel. E[L(™(C))] — 0 asn — .
Encoding We useK as a key shared betwee/n Alice and  Proof: Consider
Bob. Generate a new variabl}, = M, ® K € [2"%¢], where

@ is the modulo addition over the s&"%]. Note thatk E[L™(C)]
anq M, are un_iformly dist_ributed and independent, &4 is _ lI(Ml,MQ;Z”|C)
uniformly distributed and independent of bakh and M. n
We pick X" (M, M., K) as follows. According toM; — l[I(Ml-Z”|C)+I(M2~Z"|C My)]
we pick the corresponding sub-codebook am@i§ ones. n ’ ’ ’
In that sub-codebook we pick one of the sections uniformly = l[I(Ml; Z"C)] (45)
randomly and in that section according 3d} we pick the n
corresponding codeword among the?s codewords in that = E[Lgn) €l

section. We denote hy € [2"(Fe~R)] the index of the picked
codeword in the sub-codebook correspondingfo. (My,Z™) for any choice ofC. This follows since M, is

. ; ; R nR
DeCOd'ngnD?coier '°°<'f§ for a "o indeik € [2" ] i jependent ofdf; due to the independent and uniformly

such that X" (¢),Y™) € A, whereA:™ is the set of jointly  jistributed keyK, and My — M}, — (My,Z") form a
typical (X", Y™) sequences. If no suchexists or if there is \;24.0v chain.

more than one such, an error is declared. Having folyribde To complete the analysis, we show thEitL(”)(C)] .0 as
decoder finds the reconstructed mess@ge, M-) as follows. n — oo. Recall J is the random variable Olqun(Rc—R’)]

It chooses\/, as the index of the sub-codebasiK'(¢) belongs ek shows the index of the picked codewdd in the sub-
to. For My, the decoder first findd/;, the index of X™(() codeboolC,,, . Based on the encoding schendes uniformly

in the Se,C“O” it belongs to, ano! then it ﬁg% =M; 6K, gistributed and independent 0i/;,C). Then it follows
whereo is the modulo subtraction oveg2"s].

Analysis of the error probability and the secre&ye show E[Lgn) )]

where (45) follows from the fact that/, is independent of



[I(My; Z"|C)]

3I=3|—=3|—3 |3~

< ~[H(X" 27(C) ~ I(J; 2| My, C)] (46)
= Z[[(X"; Z"|C) — H(J|M1,C) + H(J|Z™, My,C)]
= L[H(X"5271C) ~ n(I(X: Z) — €) + H(J|Z", My, C)]
@7)
< C[H(X" 27(C) — n(I(X; Z) - €) + nea) (49)
< %[I(X"; 2" = nI(X: Z) + ne + nen] (49)
1

[nI(X;Z) — nl(X; Z) 4+ ne + ney), (50)

n
which tends to zero as — oo ande — 0. Here
« inequality (46) follows from the fact thatM,,J) —

result along Ahlswede and Cai’s result [6], suppose that the
feedback rate; is sufficiently large to send back the entire
channel output itself, saygy > H(Y') (or evenR; > log |Y|).

Our result shows that when Bob has an option to choose an
arbitrary (stochastic) feedback mapping rather than pelssi
repeating what he has received, the trivial scheme of sgndin
an independently generated secret key is sufficient to aehie
the secrecy capacity. In other words, in contrast to the case
of [6] where the feedback (output symbols) is only partially
useful for a key, the freedom to choose what to send back
allows for a full utilization of the feedback data rafg. Using

the same idea in our scheme it can be shown that for a more
capable wiretap channel

Co(Ry) = maxmin{I(X;Y), Ry +[1(X:¥) ~1(X: 2)[*),
p(x
where |a|™ = max{0,a}. In general, this is smaller than

our upper bound, and the problem of closing the gap for the
wiretap channel models other than (physically) degradexs on

X" — Z™ form a Markov chain,

« equality (47) follows sinceJ is uniformly distributed
over [2n(Be—R)] — [9n(I(X:Z)=€)] and is independent of
(M17C)a

« inequality follows (48) from Fano’s inequality and the (1]
fact thatE[P,(C)] — 0 asn — oo, where 2]

P.(Co) = min Pr(X"™(Z") # X"|C = Co), 3]

where the minimization is taken over all functioAs” : 4]
Z"™ — X™. This can be easily seen if one consider thgs)
sub-codebook;, with 2"(/(XiZ)=¢) elements as a code
for Eve’s channel gived/; is sent, and apply the channel
coding theorem [11, Theorem 7.7.1]. Here, we have use[g]
the notatione,, to show a sequence such that— 0 as
n — 00,

« inequality (49) comes from the fact thét— X" — Z"
form a Markov chain,

« and equality (50) comes from the fact th&t’s are i.i.d
and the channel is memoryless, therefdreX™; Z™)
nl(X;Z2).

To summarize, we showed thEl{Lﬁ”)(C)] — 0 asn — oo,

and hence by Lemma 4, condition (42) holds. Putting (41) anib]
(42) together, we can conclude that there exists at least one
codebook which satisfies conditions (9) and (10) simultanﬁl]
ously. This completes the proof.

Remark:This coding scheme can be easily modified to the
case in which the feedback channel has a time-invariant rate
constraintlog(|K;|) < Ry for all 4. By using block Markov
coding, we can send the key in tlHeth block that will be
used in the(L + 1)-th block.

(7]
(8]

El

V. CONCLUSION

We studied the wiretap channel with a secure rate-limited
feedback link and found an upper bound for the secrecy
capacity as a function of the feedback rate. The upper bound
is achievable in the case of the physically degraded wiretap
channel. To achieve the secrecy capacity in this case, Bob
ignores the channel output and simply sends back pure ran-
domness, which is used by Alice as a key. To position this

remains open for future studies.
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